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   DMC Security Management Reference Guide 
Target Audience: LEA and ESC Technical Staff who will perform the setup steps in the Data 
Management Center (DMC). 

Purpose: This guide provides a list of steps for LEA and ESC personnel responsible for 
configuring the organization’s Individual Operational Data Store (IODS) data permissions and 
security authorization within the DMC application. The key and secret generated is intended to 
be provided to source system vendor(s) in order to publish and access data to the IODS 
through API transactions. 
 

1. Log in to TEAL and navigate to the Texas Student Data System Portal.  

  
 

2. Verify that you have requested the TEAL role DMC LEA Technical with the DMC Manage Key/Secret   
privilege checked by default. 
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3.  Click on DMC in the ribbon at the top of the screen. 

 

 

 

4. Click on the Manage IODS easy button to access the Data Management Center (DMC). 

 

5. Upon accessing the DMC application, verify the organization and school year in the ribbon at the top right 
of the screen.  
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6. Hover over the Admin tab, click Manage Applications, Keys, and Secrets. 

 

7. To generate the key and secret for a vendor application, click Add Application. 

 

 

8. Enter the Application Name. The name should be unique and include the vendor product name, followed 
by the claim set or type of vendor.   Format: Vendor Name - Type 

          Example:  ABC - SIS Vendor  
                       XYZ - HR/Finance Vendor                    
                      Tester - Assessment Vendor 
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9. Select the appropriate Claim Set from the Claim Set Name dropdown menu. In our example we are 
generating the key and secret for ABC SIS Vendor so we would select the SIS Vendor Claim Set. 

 

 

 

10. Verify the Application Name and Claim Set Name, click Add Application. 
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11. Click Save when prompted on the Save Application Changes dialog box.  

 

 

12. The Key and Secret dialog box will appear with the generated key and secret credentials. These 
credentials will allow the vendor to access and publish data in the IODS.  

(Review the Note indicating that this key and secret cannot be viewed again after you click     
Acknowledged. Be certain that you capture this information and provide it to your vendor.) 

 

13. Upon having provided this information to the vendor and/or securely storing this information as per your 
local district technology security policy, click Acknowledged. 
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14. Verify the Application was added on the Manage Applications, Keys, and Secrets screen. 
(Notice the Date Generated and Generated By information.) 
 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 



 

Texas Education Agency  Page 7 of 10 
 Version 1.0 - February 2024 

15. If your vendor is unable to publish data or if you did not capture the key and secret information, you can 
Regenerate the key and secret. This action will make the previous key and secret invalid. Click Regenerate 
on the Application.  

 
a. On the next screen review the information and click Regenerate Key and Secret if that is the desired 

action.  

 
 

b. The pop-up box will provide the new key and secret information. Provide the new security 
information to your vendor. Click Acknowledged. 
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16. Users can edit or delete an Application. 

a. Edit – If you find the application name or the claim set assigned should be updated, click the pencil 
icon. Editing the application will NOT alter the currently assigned key and secret information for the 
application. Click Save Changes to update the application. 

 

 

b. On the Add/Edit Application screen, enter the new Application Name and/or select the new Claim Set 
Name from the dropdown menu. Click Save Changes to update the application. 

 

 

 

 

 

 

Original Application Name and Claim Set Name 

Edited Application Name and Claim Set Name 
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c. Delete – An application can be deleted if it is determined the application was created by mistake or is 
no longer needed. Click the trash can icon to delete an application. Read the pop-up dialog box 
carefully and click Delete Application is that is the action that should take place.  

 

 

  

 

17. At this point, you can hover over the Admin tab and click Manage Claim Sets. This will allow you to view 
the applications you have in use.  

 

 

 

 

 



 

Texas Education Agency  Page 10 of 10 
 Version 1.0 - February 2024 

18. On the Manage Claim Sets screen above, you can click on SIS Vendor to view the claim set resources 
that this claim set will allow the vendor to access and the level of access in the IODS (i.e., read, create, 
update, delete).  

 

 

Communicate with your vendor to determine next steps to begin data publishing to your IODS! Your data 
should begin publishing to your IODS. 

Continue adding applications for each of your vendor products as outlined above. 

 

NOTE:  For guidance and instructions to LEAs who have multiple data sources that will be 
publishing data to the IODS for the Staff Entity, please review the API Profiles Resource 
Guide. 

https://nam10.safelinks.protection.outlook.com/?url=http%3A%2F%2Ftea4avcastro.tea.state.tx.us%2Ftsds_training%2FTSDSUpgradeProject2024%2FSecurityManagement%2FAPI_Profiles_resource_guide.pdf&data=05%7C02%7CDeborah.Deberry%40tea.texas.gov%7Cc0e4026da6124f82b47008dc9498f9aa%7C65d6b3c3723648189613248dbd713a6f%7C0%7C0%7C638548631937744291%7CUnknown%7CTWFpbGZsb3d8eyJWIjoiMC4wLjAwMDAiLCJQIjoiV2luMzIiLCJBTiI6Ik1haWwiLCJXVCI6Mn0%3D%7C0%7C%7C%7C&sdata=0HgAU4G%2BnhdHluxd3ZT%2FiF9lPB50ej3vMpRC0pEgE6Y%3D&reserved=0
https://nam10.safelinks.protection.outlook.com/?url=http%3A%2F%2Ftea4avcastro.tea.state.tx.us%2Ftsds_training%2FTSDSUpgradeProject2024%2FSecurityManagement%2FAPI_Profiles_resource_guide.pdf&data=05%7C02%7CDeborah.Deberry%40tea.texas.gov%7Cc0e4026da6124f82b47008dc9498f9aa%7C65d6b3c3723648189613248dbd713a6f%7C0%7C0%7C638548631937744291%7CUnknown%7CTWFpbGZsb3d8eyJWIjoiMC4wLjAwMDAiLCJQIjoiV2luMzIiLCJBTiI6Ik1haWwiLCJXVCI6Mn0%3D%7C0%7C%7C%7C&sdata=0HgAU4G%2BnhdHluxd3ZT%2FiF9lPB50ej3vMpRC0pEgE6Y%3D&reserved=0
https://nam10.safelinks.protection.outlook.com/?url=http%3A%2F%2Ftea4avcastro.tea.state.tx.us%2Ftsds_training%2FTSDSUpgradeProject2024%2FSecurityManagement%2FAPI_Profiles_resource_guide.pdf&data=05%7C02%7CDeborah.Deberry%40tea.texas.gov%7Cc0e4026da6124f82b47008dc9498f9aa%7C65d6b3c3723648189613248dbd713a6f%7C0%7C0%7C638548631937744291%7CUnknown%7CTWFpbGZsb3d8eyJWIjoiMC4wLjAwMDAiLCJQIjoiV2luMzIiLCJBTiI6Ik1haWwiLCJXVCI6Mn0%3D%7C0%7C%7C%7C&sdata=0HgAU4G%2BnhdHluxd3ZT%2FiF9lPB50ej3vMpRC0pEgE6Y%3D&reserved=0

